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1.  Introduction  

 

In the process of data transmission, how to ensure the 

consistent and correct is very important. This lesson 

introduces a method to detect and correct an error code 

in the data transmission process.  

Hamming Code is an Error correction Code that can 

Check multiple bits, and can correct one bit Error Code, 

so it is only used in a good channel characteristics, such 

as Ethernet (Internet and Intranet), if the channel 

environment are bad, the Error is usually not one bits. 

This method is invalid.  
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2．Method  

 

The method is divided effective information into several 

groups according to certain rule, each group to arrange 

a Check bit and generates a number of testing 

information, then tested (Odd or even test), and find the 

exact location of the error bit, finally invert the wrong 

code (also convert 1 to 0 or 0 to 1) to correct it. 

  

 

２．Method  
The method is divided effective information into several groups according to certain rule, each group to arrange a Check bit and generates a number of testing information, then tested (Odd or even test), and find the exact location of the error bit, finally invert the wrong code (also convert 1 to 0 or 0 to 1) to correct it. 

２．Method  
The method is divided effective information into several groups according to certain rule, each group to arrange a Check bit and generates a number of testing information, then tested (Odd or even test), and find the exact location of the error bit, finally invert the wrong code (also convert 1 to 0 or 0 to 1) to correct it. 
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3. Sequence  

 

There are following steps to use Hamming Code, (1) 

Calculate the number of the check bits (how many?), 

(2) Determine the position of the check bits(where?), 

(3) Determine the value of check code(what?), (4) 

checking and correct error. 

The first step is to calculate the number of the check 

bits, and is also called Hamming distance or the Check 

code length. 
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3.1 Method  

 

Rule is as following: suppose N is used to represent the 

binary numbers of the whole information after adding 

the check code bit, used K stand for the information 

code number, r stand for the added check code number, 

the relationship between them should meet:  

               N=K＋r≤2r－1  

          or K＋1≤2r－r . 

  

 

２．Method  
The method is divided effective information into several groups according to certain rule, each group to arrange a Check bit and generates a number of testing information, then tested (Odd or even test), and find the exact location of the error bit, finally invert the wrong code (also convert 1 to 0 or 0 to 1) to correct it. 

２．Method  
The method is divided effective information into several groups according to certain rule, each group to arrange a Check bit and generates a number of testing information, then tested (Odd or even test), and find the exact location of the error bit, finally invert the wrong code (also convert 1 to 0 or 0 to 1) to correct it. 
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For example, If K=5, it is required that 2r-r is greater 

than or equal to 5+1=6. According to the calculation, it 

can be known that the minimum number of r is 4, that is, 

to verify 5 bits information code, the verification code 

should be 4bit. 

 

If the information code is 8 bits (K=8), it is required that 

2r-r is greater than or equal to 8+1=9. According to the 

calculation, the minimum value of r is also 4 . 
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According to the experience, the relationship between 

the information code number and the check code 

number is shown in table 1.    
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3.2 Determine the position of the check code  
 

Although we have determined the number of check code, 

we must know the position to insert into the code line, as 

they are not directly attached to the front, back or middle, 

but are inserted separately into different positions.  

The position of the check code must be at position 2n（Two 

to the n）, that is in No. 1, 2, 4, 8, 16,... (corresponding to 

20, 21, 22, 23, 24..., starting from the leftmost), then the 

position of the information code can be determined, which 

is the not 2n (Two to the n) position, such as No.3, 5, 6, 7, 9, 

10, 11, 12, 13... (from the leftmost digit). 
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For example, suppose there is an 8 bits information code, 

namely b1, b2, b3, b4, b5, b6, b7 and b8. It is known 

from table 1 that it needs to insert 4 bits check code, 

namely p1, p2, p3, p4, that is, the whole coded is total to 

12 bits. According to the above mentioned location 

distribution rules of the check code, the data after 

recoding is p1, p2, b1, p3, b2, b3, b4, p4, b5, b6, b7 , b8.   

 

Suppose the original 8 bits code is 10011101, because the 

value of each check code has not been calculated yet. The 

final code sequence is: ??1?001?1101. 



计算机科学与技术 

3.3 Determine the Value of the check code  
 

After the two steps, we have determined the numbers and 

the position of the check code, but we also do not know the 

value. The values of these check codes are not random, and 

the values of each check code represent the parity of some 

data bits in the code (ultimately determined to use odd or 

even check).   
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The general rule is:  

      the No. i check code starts from the current position, 

each time continuous check i (here is the number i, not 

the bit i, the same below) bits, then skip bit i, continuous 

check i bits, then skip bit i, and so on.  

      Finally, the value of check i can be obtained 

according to the odd check or even check. 
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1）  Calculate the value    

To calculate the value of the check code is as follows： 

The check rule of p1 (the first check code, also the first 

bit of the whole code ) is:  

       from the current number, check 1 bit, then skip 1, 

then go on check 1 bit, then skip 1. Thus, it can be 

concluded that the code bits that can be verified by the 

p1 check code include: 1 (that is, p1 itself, the interval is 

1), 3, 5, 7, 9, 11, 13, 15...., Then, the value of the check 

code can be determined according to the odd or even 

checking. 
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The check rule of p2 (the second check code, also the 

second bit of the whole code word, the interval is 2) is: 

from the current number, check 2 bit, then skip 2, then 

go on check 2 bit, then skip 2. Thus, it can be concluded 

that the code bits that can be verified by the p2 check 

code include: 2 (that is, p2 itself), 3,  6, 7,  10, 11,  14, 

15...., Then, the value of the check code can be 

determined according to the odd or even checking. 
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As the same above, p3 (the third check code, also the 

forth bit of the whole code word, the interval is 4) check 

code include: 4, (that is, p4 itself), 5 ,6, 7 ,  12 ,13, 14 ,15,  

20, 21 ,22, 23 ,..... 

 

As the same above, p4 (the forth check code, also the 8th 

bit of the whole code word, the interval is 8) check code 

include: 8, (that is, p4 itself), 9 ,10, 11 , 12 ,13, 14 ,15,  24, 

25 ,26, 27,28 ,29, 30 ,31, .... 
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We divide the bits verified by the above check codes into 

corresponding groups, and on the receiving end their 

detect results are expressed as G1, G2, G3, G4...,  

 

The check codes perform an exclusive OR with the 

information code, under normal circumstance; the 

correct answer would be zeroes.  

 

  EOR:     0⊕0=0，1⊕0=1，0⊕1=1，1⊕1=0 . 
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2）Go on the above example    

Calculate the example, the code is: ？？1？001？1101.  

 Let's find the first "? ".Since the length of the whole 

code number is 12 (including 8 information code and 4 

check code), it can be concluded the p1 in this example is 

1, 3, 5, 7, 9, 11. The values of the other five’s are known 

except that the first (i.e. the p1). They are: 1, 0, 1, 1 and 

0. Now, we adapt even check (that is, the number of "1" 

in the whole tested bit is required to be even). From the 

known 5 code value, it can be known that there are 3 

"1", so the value of the p1 must be "1", and it is 

concluded that p1=1. 

 



计算机科学与技术 

And then the second "?"(that is, p2). According to the 

above rules, it can be quickly concluded that the number 

of p2 check code is 2, 3, 6, 7, 10, 11, and a total of 6. The 

values of the other 5 are known except that the second 

(i.e. the p2). They are: 1, 0, 1, 1 and 0. It is assumed the 

even check. It can be seen the 5 code value there are also 

3 "1". Therefore, the value of p2 must be "1", and p2=1 

is obtained. 

And in the same way, we figured out that P3= 0, and 

p4=1.  

At last, it can be concluded the whole code word is: 

111000111101 (the four bits with black are check code) 
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3.4.   Detect and Correct error 

 

Hamming code is a multiple check code, that is, the 

information code is checked by multiple check codes at 

the same time, the check codes perform an exclusive OR 

with the information code, and finally found out the 

wrong bit. 
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1） Detect error     

When the total code word is 18 bits, which can be 

obtained quickly according to table 1, among which 5 

bits are the check code. According to the check code rule 

introduced earlier in this section, the code position can 

be obtained quickly, as shown in table 2.    
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It can be found from table 2 that all information code 

are checked by at least two check codes, that is, at least 

twice. Check which two groups of verification results are 

inconsistent, and then, according to table 2, you can 

quickly determine which bit of information code is 

wrong during transmission.  

 

The check formula as follows： 

G1=p1⊕b1⊕b2⊕b4⊕b5⊕b7⊕……  

G2=p2⊕b1⊕b3⊕b4⊕b6⊕b7⊕b10⊕b11⊕……  

G3= p3⊕b2⊕b3⊕b4⊕b8⊕b9⊕b10⊕b11⊕……  

G4= p4⊕b5⊕b6⊕b7⊕b8⊕b9⊕b10⊕b11⊕…… 
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Under normal circumstances (that is, the whole code 

word does not have error), when using even check, the 

check result after each check group should be 0, that is, 

the G1, G2, G3, G4..., All of them are zero, because at 

this point, one is an even number, and when you do the 

XOR, you get zero; In the case of odd check, the result of 

each group should be 1. 
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Now let’s go on the example, the whole code is:   

                                      111000111101.  

We can know that there are four test set: G1, G2 and G3, 

G4, arrived at the receiving end, however, found that 

only after checking G4 = 1 (that is, only this set of 

checking result is not zero), according the above rules 

can be found quickly is G4 group p4 in No.8 position) in 

which is the code word wrong, because only a set of 

calibration results appear error, corresponding check 

digit is sure just goes wrong), also is the final code word 

becomes: 111000001101.  
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We also assume that neither G3 nor G4 is 0, which is 

equal to 1. Compare the two check groups of G3 and G4 

in table 2 (note that the length of code word in this 

example is only 12 bits, only the first 12 bits need to be 

compared), but the code bit of the common check is 

found to be b8, that is, the 12th bit has an error, that is, 

the final code word becomes 111000011100.  
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