MATEPHAJIbI
JUIS Y4JI€HOB WH(OPMAIIMOHHO-TIPONaraHIuCTCKUX TPYIII
(mai1 2021)

OCHOBHBIE ACIHEKTbBI IPO®PUJIAKTUKHU
KUBEPIIPECTYIIHOCTHU B PECITYBJIUKE BEJIAPYCbH

Mamepuan noocomoenen
Axaodemueu ynpasnenus npu Ilpezuoenme Pecnyoniuku benrapyco
Ha ocHoge ceedenuti Cnedcmeennozo komumema Pecnyonuxku Benapycs,
Munucmepcmea enympennux oen Pecnyonuxku benapycs.

B mnacrosiiee Bpemsi MHTEpHET M KOMIBIOTEPHBIE TEXHOJOTHH
CTPEMUTETFHO TMPOHHUKAIOT BO BCE C(epbl KU3HEACATETLHOCTH YeJIOBEKa.
C onHOI CTOPOHBI, 3TO OTKPBIBAET MEpell OEIOPYCCKUMH TpakIaHAMHU U
0OILECTBOM P#JI IEPCIIEKTUB, C APYTOW — BJICUET MOSBJICHUE HOBBIX PUCKOB U
yrpo3. Tak, OypHOe pa3BUTHE TEJIEKOMMYHHKAIMOHHBIX TEXHOJIOTHUMH,
CTPEMUTENBHBIM  POCT YHCIIAa BJIEKTPOHHBIX  YCTPOMCTB M YCHYT,
NPEIOCTAaBIISIEMbIX HACEJIEHUI0 C HCMIOJb30BaHUEM MH(OPMAIMOHHBIX
TEXHOJIOTH, MPUBEJIO K YBEJIMYEHHUIO KOJINYECTBA KHOEPIPECTYIIIICHUH.

bemapych, Kak W Jpyrue TroCylapcTBa, HE MOXKET WTHOPUPOBATh
NPUHLHAINHUAIBHO  HOBBIE  PHUCKH, CBA3aHHBIE C  IPOMCTEKAIOLIEH
uHpopmaruzamueit. Kak ormernn B xoae VI Beebenopycckoro HapoIHOTO
coopanus Ilpesuaent PecnyOnuku bemapyce A.I.JIykameHko, «He ymalsis
NPEUMYIIECTB, BO3MOKHOCTEM M MEPCHEKTUB, KOTOPBIE OTKPBUI YEIOBEKY
UH(OPMAILIMOHHBII MUpP, MBI JOJKHBI 0OpaTUTh BHUMAaHUE HA €ro 0OpaTHYIO
CTOpPOHY. MCKyCCTBEHHYIO pEaIbHOCTh, KOTOpas Jana 3€JICHbIM CBET
MaHUIYJSIUAM, OOMaHy, NPECTYIUICHUSIM, TOTBOPCTBYET HHU3MEHHBIM
WHCTHUHKTAM YEJIOBEKA.

Bompocelt  mudpoBoit  TpaHcpopMalMu  MPECTYNHOCTH  CETOMHS
ABJIAIOTCS OAHMMM W3 HamOojee 310000HEBHbIX. W OT TOro, HacKOJBKO
3¢ (PEeKTUBHO yAACTCSI MPOTHUBOCTOSATH 3TOMY BBI30BY, 3aBUCUT HE TOJIBKO
3alMIIEHHOCTh TIPpaB W HWHTEPECOB TpaxJaH, HO W HH(OpMalMOHHAS
Oe3omacHOCTh oOmIeCTBAa M TrocynapcTBa. Ilpu 3TOM  yHHBEpcCaJbHBIX
IOJIXO/I0B, NIO3BOJISFOIINAX 3(pPEeKTUBHO MIPOTUBOJEHCTBOBATH
BBICOKOTEXHOJIOTUYHBIM ~ TPECTYIUICHUSIM, HE BbIPAaOOTAaHO HU OJHUM
rocyapCcTBOM MUpa.

Cnpaeouno.
Hecmompﬂ HA nNpuHumaemvle mepovl, Ha NPOMmMANCEHUU NOCeOHUX iem

6 Pecnyonuxe benapyce nabmooaemcs ycmouuusviii pocm KoOaUYecmea
peaucmpupyemwvix kubepnpecmynienul. 6 2015 200y — 2 440 npecmynnenuil,
6 2016 — 2 471, ¢ 2017 — 3 099, ¢ 2018 — 4 741, ¢ 2019 — 10 539,
6 2020 — 25 561.

H3yuenue mescoyHapooHo2o onvima NOKA3bleaem, Ymo YeeluyeHue
yucaa KubepnpecmynieHuil C6OUCMEEHHO DOILUUUHCMEBY 20CY0apCme Mupd.
K npumepy, 6 Poccutickoii @edepayuu 4ucio maxkux y20J108HO HAKA3YEMbIX
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oesinuti 6 2020 200y evipocno Ha 73,4%, a ux yoenvHbvlll ec 8 cmpyKkmype
npecmynuocmu cocmagun 25 %.

Cpenn ¢akropoB, CTUMYJMPYHIIHX POCT KHOepNpecTyIJIeHUI,
MOYHO BBIIETIUTH CIEAYIOIIHE.

Omnepexaomue teMnbl ocBoeHuss cerd MHrepHer B PecmyOuiuke
beamapyces. Tax, B 2020 romy mons HaceleHHWsT HaAIIEd CTPaHBbI,
none3ytomerocss  MHTEpHETOM, coctaBmia  85,1%;m0  IJIOTHOCTH
MIPOHUKHOBEHUS IIMPOKOIOJIOCHOTO AocTyna B cerb MuHTepHer benapychk
BBIIIJIA HA CPENHEEBPONEHCKUE TTOKA3ATENM, a TI0 CKOPOCTH — HA NIEPENOBBIE
MO3ULIUHA B MUPE.

YpoBeHb KOMIIBIOTEPHOH TPAMOTHOCTH TPAXKIAH HEIOCTATOYHO
BBICOK, OTCTAeT OT CKOPOCTH BHEAPEHHMS TeX WIH MHbIX KOMIBIOTEPHBIX
CHCTEeM B MOBCEHEBHYIO KM3Hb. KpoMme TOro, MHOTME rpaX/IJaHEHE 10CTATOYHO
OTBETCTBEHHO OTHOCATCS K 3alUTE U OE30MaCHOCTH COOCTBEHHOM HH(pOpMALIUKU U
JIMYHBIX JaHHBIX.

YckopeHHblii nepexos MHOrux cgep 001ecTBEHHBIX OTHOLICHUHM,
BKJIIOYAs TOBAPHBIM U JCHEKHbIH 000POTHI, B MHTEPHET-NMPOCTPAHCTBO,
BBI3BaHHBIIN pacrpocTpaHeHneM KopoHaBupycHoi nnpekuuu Covid-19.

Pa3zBuTue AMCTaHLIMOHHBIX CHOCOOOB COBEPUICHHUS MPECTYIUIEHUH, MPH
KOTOPBIX OTCYTCTBYET IPSAMOM KOHTaKT MEXIY 3JI0YMBIIUICHHUKAMM U X
KEPTBaMH, IPUBEJIO K TOMY, YTO KHOEPHPECTYIUICHUS YIUIM U3 (PU3NUECKOM
PEAIBHOCTH B OHJIAMH-TIPOCTPAHCTBO. B 1EmAX NpOTUBOAECUCTBUS JTaHHBIM
npaBoHapyiieHusM, 26 mapta 2021 r.B Pecriyonuke benapych Obul yTBEpKIeH
KOMIUIEKCHBI ~ IUIaH ~ MEPONPUATUM,  HANPABICHHBIX HA  IPUHATHE
3QpQEKTUBHBIX ~ MEp 1O  MPOTUBOACUCTBUIO  KUOEPIPECTYILICHUSM,
NpOpUIAKTUKE WX COBEPILIEHUS, MOBBIICHUIO LU(PPOBOKM TIPaMOTHOCTU
Hacesenus Ha 2021-2022 roaebl.

Ymo makoe kubepnpecmynnocmos?
UYmo omunocumcsa K KOMRbIOMEPHHIM NPECHYNIEHUAM?

B  mHacrosimiee  BpeMss NpU  XapPaKTEPUCTUKE  KOMITbIOTEPHBIX
NPECTYIJICHU UCHONBb3yeTCs LEbId psAJ TOHATUN: <« UH(POPMAIIMOHHOE
NPECTYIJICHUE»,  «KUOEPIpPECTyIJICHUE»,  «IpecTyluieHue B cdepe
KOMIIBIOTEPHON  MHpOpMaIM», «IIpecTylyieHue B  cdepe  BBICOKHX
TEXHOJIOTUI», «BUPTYAITLHOE MTPECTYILICHUEY.

CornacHo aeicTByloleMy 3akoHOaTenbCcTBY PecnyOnuku benapycs,B
COJIEpKaHUE TTOHATUS «KOMITbIOTEPHAsI TPECTYIMHOCThY BKJIIOYAIOT:

1) npecryricHus MIPOTHUB uHGOPMaITMOHHON 0e30macHOCTH
(MomuduKaus  KOMIBIOTEPHOM  HMH(OpPMAIMK, HECAHKIMOHUPOBAHHBIH
IOCTyH K KOMIIBIOTEPHOM uH(OpMaIiKi, KOMITBIOTEPHBIM CaboTax,
HEMPaBOMEPHOE 3aBJIAJICHUE KOMIIBIOTEpPHOM WH(pOpMaIuer, pa3paboTka,
UCIIOJIb30BaHUE  JMOO  PaclpoOCTPAHEHHE  BPEIOHOCHBIX  IPOTpamM,



HapyIICHUE TPABUJ IKCILTyaTallid KOMITBIOTEPHON CHUCTEMBI WM CETH H
ap.);

2) XUIIEHUS ITyTEM UCIOJIb30BAHUS CPEJCTB KOMITBIOTEPHOM TEXHUKH;

3) U3rOTOBJICHHE U PACIPOCTPAHEHHE MOPHOTPAdhUUECKUX MATEPUATIOB
WIN TPEAMETOB MOPHOrpaUuecKoro Xapakrepa, B TOM YHCIE C
M300paKEHUEM HECOBEPIICHHOIETHETO;

4) vHBIE MPECTYIUICHUS, TaK WJIM WHA4Ye CBA3AHHBIC C MCIOJIb30BAHUEM
KOMIIBIOTEPHOM  TEXHUKH.  JOBEJEHHWE JO caMOyOWiicTBa  MyTeM
CHUCTEMaTU4YECKOTO YHIDKCHUS JMYHOTO JIOCTOMHCTBA yepes
pacnpoCTpaHEHHE KaKuUX-TUOO CBeJeHUN B ceTu VIHTepHeT; pasriaiieHue
BpaucOHOW TalHBI, HE3aKOHHOE CcoOWpaHWe JMOO pachpoCcTpaHEHUE
nHGOpMAIIMA O YACTHOW >KM3HU; KJIEBETAa; OCKOPOJIEHUE; paclpoCTpaHEHHUE
JI0’)KHOM MHGOpPMALMK O TOBapax M YCIyrax; 3aBeJIOMO JIO)KHOE COOOIIEeHHE
00 OIAaCHOCTH; IIMUOHAX; YMBIIUIEHHOE JIMOO 10 HEOCTOPOKHOCTU
pasrjalieHue TOCYHAPCTBEHHOW TaWHBI; YMBIIUIEHHOE  pPa3IJIalllCHUE
CITYK€OHO TailHBI U Jp.

Takum 00pa3oM, K KOMNBIOTEPHBIM MPECTYIUIEHHUSIM OTHOCATCS
IpaBOHAPYIICHUS, IPU COBEPIICHHH KOTOPBIX CPEACTBA KOMITBIOTEPHOU
TEXHUKH BBICTYNAIOT KakK OpPYAUsi COBEPIICHHS MPECTYIUICHUS MO0 Kak
peAMET NPECTYITHOIO MOCSATaTebCTRA.

Cnpaeouno.
B 2020 200y 6 Pecnybonuxe benapyco 6ceco Ovlio 3apecucmpuposaro
95 moic. mpecmynnenutl, uz Hux Oonee 25 muvlc. — IMO KOMNbIOMEPHbLE
npecmynnenust (92% om komopwix cocmasnsiiu xuwjenus).B mo oce epems
ewe 6 2014 200y ux uucienHocmsv cocmaenina 6ce2o 2,3 mvic., T.€.
Haoa1daemcea pocn nodoOHbIX npecmynienuil oonee yem 6 10 pas.

B uem cocmoum yenv kubepnpecmynnukoe?

Kak mnpaBuiio, kuOeprnpecTymHUKUBBIIAIOT ce0s 3a Jrojed u3
NEWCTBYIOIMX HA 3aKOHHBIX OCHOBAHMSX OpPraHHU3alUi W YYPEKICHUM,
4TO00BI 00MAHOM BBIHYAUTH I'PAXKAAH PACKPHITH JUYHYI0 HHPOPMALNIO
U MPEeI0CTABUTH NMPECTYNIHUKAM J€HbI'H, TOBAPbI U/UJIH YCJIYTH.

MuiieHpto  KUOEPIIPECTYITHUKOB  CTAHOBSATCS ~ MH(OPMAIMOHHBIE
peCypchl, pUHAJyIekKAIIe 0AaHKOBCKOMY CEKTOPY, TOCYIapCTBEHHBIM OpraHam
U KOMMEPYECKHM OpraHM3alisiM, a Takke KOoH(UIEHIMaIbHAs HHpOpMaIys,
MIEPCOHATIbHBIE TAHHBIE, UMYILIECTBO U JICHEKHBIE CPEACTBA IPAXKIAH.

Kaxkue euowvt kubepnpecmynenuil
BbLOCIAION 6 OMHOUIEHUU 2PANHCOaH?

Haubonee pacupoOCTPaHEHHBIM BUJIOM MPOSIBJIICHUS
KHUOEPIIPECTYIMHOCTU SIBIISICTCS XMINEHHE JEHEKHBIX CPelICcTB ¢ KapT-
cueroB rpaxaad. [lpuuem B OONBIIMHCTBE CIy4aeB ATH MPECTYIJICHUS
CTAHOBATCSI BO3MOXKHBI B pe3yjibTaTe OECMEeUHbIX JEHCTBUNA CaMUX
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MOTEPIEBIINX, MPEIOCTABUBIINX PEKBU3HUTHI JTOCTYMAa K CBOUM OaHKOBCKUM
cucTram.
Cnpagouno.

3a nepsvie mecayvt 2021 200a yoice 3agpukcuposarn pocm Koauuecmea

XuwgeHuti ¢ 6aHKOBCKUX Kapmouek benopycos bonee yem na 270% no cpasHenuro
¢ amum dce nepuooom 2020 2ooa.

[IpecTyrmHuKM  3aBNAfEBAIOT  PEKBH3UTAMH, HEOOXOIUMBIMU  JUIS
OCYILIECTBJICHUS] ~ MPECTYNHBIX TPAH3aKIMKA, MOCPEICTBOM  CIEAYHOLIUX
Croco00B:

1. «Quwuney. 10T HEODUUHAIBHBIA TEPMHUH MPOUCXOIUT  OT
aarmuiickoro «fishing» («peiOHass moBisi»). B kadecTBe cBOeoOpa3HOU
KYJTOYKU» MPECTYIMHUKA HCMOJb3YIOT CHEIUATbHO CO3/IaHHBbIM HHTEPHET-
caiT ¢ (hopMOil BBO/Ia Ha HEM PEKBU3UTOB JIOCTYIA K OAHKOBCKOMY CYETY, a
B KaUe€CTBE «HAXUBKU» — HEKUI COOOMICHHBIM MOTEpHEBIIEMY TPEAJIOT IS
nepexojia Ha 3TOT CAWT U 3aMOJHEHUS IJIaTEKHbBIX PEKBU3UTOB.

Hanpumep, mnpecTymHUK OTCIEKHMBAeT Ha WHTEpHeT-caiite kufar.by
CBEXHE OOBSBIECHUS O Mpojaxe yero-nmoo. [IpocMoTpeB aOOHEHTCKUIT HOMED
aBTOpa OOBSIBIICHUS, HAXOJUT €ro B OIHOM U3 MecceHkepoB (Viber, Telegram,
WhatsApp) u BcTymnaeT B NEPENUCKY, SIKOObI JKeJasi KyIIUTh BHICTABJICHHBIN Ha
NPOAAXKY MPEAMET. 3aTEM MEPECHTAET B MECCEHKEPE CCHUIKY Ha MOJIEIbHYIO
CTpaHUILy TPEOIIIaThl, I/I€ MPOJIABIly HY>KHO BBECTU PEKBU3UTHI CBOEH KapThl
JUIE TOro, 4TOOBbI TOMYYUTHh JIeHBI'W OT mokymarens. [Ipum mepexope 1o
TUIEPCChUIKE HEBHUMATEIIbHBIM HHTEPHET-TI0IH30BATEIh MOKET U HE 3aMETUTD
MOJIMEHBI, TaK KaK MOAOOHBIE CTPAHUIbl BU3YAIbHO CXOXH C O(OpMIICHHEM
caiftoB m3BecTHbiX cepBucoB (Kydap, EPUIL, CDEK, benmnoura, caiiTel
pa3IMUHBIX OAHKOB U Ap.). AApec MOIAETbHONW BEO-CTpaHMIIbI TAKKE MOXKET
HArlOMUHATh peatbHbII (kufar-dostavka.by, erip-online.com,
belarusbank24.xyz, cdek-zakaz.info u nap.). Ecmu skeprBa «momazercs Ha
yIOUKY» M 3allOJIHUT (OpMY, COOTBETCTBYIOLIME PEKBU3UTHI JOCTyNa K
OAHKOBCKOMY CUETy OKaXyTCi Yy MpecTylHuKa. Yepe3 CUMTaHHbIE MHUHYTHI
3JIOYMBILJICHHUK OCYIIECTBIISIET JOCTYN K OAHKOBCKOMY CYETY U MEPEBOIUT
JICHS)KHBIE CPEJICTBA Ha KOHTPOJUpPYEMble UM OaHKOBCKHME cueTa WM
ANIEKTPOHHBIE KOLIETbKH, 3aPETUCTPUPOBAHHBIE HA MOJCTABHBIX JIMII.
Cnpaeouno.

Haubonee yacmo ons cosepuenus makoeo euda Kubepnpecmynieruii

6 benapycu 6 2020 200y ucnonvzosanrace unmeprem-niowaoxa «Kufar».

Tax, 6 2018 200y nocpedcmeom Hee ObLIO COBEPUIEHO

51 npecmynnenue, ¢ 2019 200y — 126, 6 nepsom noayeoouu 2020 2o0a — 102,
60 emopom noayeoouu 2020 cooa — 3 778.

['unepccpiikn Ha (PUIIMHTOBBIE CalThl MOTYT MEPECHIIATHCS HE TOJIBKO
B XOJI¢ TEPEMUCKA B MECCEHIKEpax, HO U TMPHU OOIIEHWU B COIHMAIBHBIX



CEeTAX, a TAK)KE pa3MeIIaThCs Ha JPYTUX calTax, SKOOBI YTO-TO MPOIAFOIINX
WJIA MIOKYITAOIIHUX.

B nmocieaHee BpemMsi y4aCTHJIMCh CJOYYaW CO3JaHUS (PUMIIHHIOBBIX
CAalTOB, OPMEHTUPOBAHHBIX MO/ 3aNPOCHI MOJIb30BaTeE/eil B MOUCKOBBIX
cucremax. ['paxmaane monagaroT Ha HUX npsmo u3 Google n SIHmekca mocie
3anpocoB THumna «bemapycOaHk JnWYHBIM KabuHeT», «bemarpompomobank
WHTEPHET-OAHKUHT» U T.JI. Y BUJIEB 3HAKOMBII 3ar0JIOBOK M JIOTOTHUII CaiiTa B
BBIJIAYE PE3YyJIbTATOB IOUCKA, HO, HE YIAOCTOBEPUBIINCH B COOTBETCTBUU
aapeca calTa JCUCTBUTEIRHOMY JOMEHHOMY HWMEHH OaHKOBCKOTO
YAPEKICHNS, TTOTEPIICBIINKA 3aMOHAET OTKPBIBIIYIOCS (hOPMY aBTOPHU3AIINH,
JTAHHBIC KOTOPOM OTHPABJISIOTCS HE OAHKY, a IPECTYITHUKY.

Cnpagouno.
3aqacmyio npu noomene OPpUCUHAIbBHBIX camos qbumuﬂeoebmu 6

UMeHax OQHHBbIX pecypcos  yKazaHvl HAUMEHOB6AHUA, CO36)YUYHble C

HA36AHUAMU ODAHKOBCKUX YupedicOeHull u cepsucos. belarusbank-erip.onling,

ibank-belapb24.com, epey.by, e-rip.cc, erip.cc u unwie. Ilpoiios no maxomy

Ganvui-aopecy u 66e0s1 KOHQUOEHYUAIbHbIE C8EOCHUS, YeNl08eK OMNPasUm
UX HEeNnOCpeoCmE8eHHO MOUEHHUKY.

2. «Ilomowp Opyey». IaHHbBI crioco® mpecTymuieHHd Obul Hambosee
pacrpoctpaned B 2017-2019 rogax, HO HE MOTEPsT CBOEM aKTYaJIbHOCTH M
cerogua. CHauajia MNpPECTYITHUKU MyTeM Ioadopa Mmaposis Wiu (UIIUHTa
OCYILIECTBIIIIOT HECAHKIIMOHUPOBAHHBIN JOCTYI («B3JIOM») K CTpaHHUIIAM
couanbHbIX ceTedl (B ocHOBHOM — «BKonrtakTte»). Ilocne 3Toro uHBIM
MOJIb30BaTENISIM, JTOOABJICHHBIM B pazzien «JIpy3bs» B3JIOMaHHON CTpaHUIbI,
PacChUTIAOTCSA COOOIIEHUS ¢ MPOChOOM mMpenocTaBuTh ¢GoTtorpaduio HIU
JaHHbIe OAHKOBCKOM IIJIATEXKHOM KapThl IO Pa3IUYHBIMH IIPEIJIOraMH,
HaIpuMep, 4ToObl CPOUHO CJIeaTh KaKOM-TO OC3HAIMYHBIN IIJIaTeX, TaK Kak
KapTO4Ka OOpaTHBIIETOCs SKOOBI 3a0JIOKMpOBaHA. TakKe 3JI0YMBIIIJICHHUK,
CKPBIBAIOIIMICS 10T UMEHEM JIpYra, MOXKET MPOCUTh IIEPEBECTH €EMY Ha KapTy
ONPEACIICHHYIO CYMMY JICHET B CBSI3W C BHE3AMHBIM IONAJIAHUEM B CIIOXKHYIO
KU3HCHHYIO CUTYyaInio. JloBepUuBBIN 10JIb30BATEIb, TT0JIaras, 4YTo OOIIaeTCs
C HACTOSIIIUM BJIAJICTIBIIEM CTPAHMIIBI, MEPEBOJUT JEHBIH JIMOO COOOIacT
MPECTYIMHUKY PEKBU3UTHI CBOCH OAHKOBCKOM KapThl (a 3a4acTyr0 — U KOJ
0€30I1aCHOCTH, BBICBIJIAEMBIH B SMS-coobmennn OAHKOBCKUM
YUPSIKICHHEM), IIOCJAC YEro ¢ €ro KapT-cueTa ITOXHIIAIOTCS JICHEKHBIC
CpEJICTRA.

Cnpaeouno.
Ewe 00num 6udom mouwieHHuwecmea 6 COYUAIbHbIX Cemsx, CeA3aHHbIM

C NOMOWbBIO Opyeum JH00AM, SAGISAemcs O0esAmenabHoCmy hanbuiusolix

onazomeopumebHbIX hoH008, KOMOpPvIEe OCYULECMENAIOM cOOp 0eHez Ha

JeyeHue. B maxux  cayuasx — MOWEHHUKU — CO304l0m — epynny u

pPacnpocmpaHaom uHpopmayuro 0 mom, Ymo sAKoOvl HYHCHbI Cpeocmea 0



JleyeHUsi maxcen000abH020 yenoseka (0cobenno uacmo — pebenka). Ymoowt
He nonacmovci  HA  YOOUKYy  MOWEHHUKO8,  Heo0Xxo0umoecezoa
3anpawiueams OOKyMeHmovl U 0ONOJTHUMEIbHbIE CBEOCHUSL.

3. «Butuune»poOMCXoaMT OT aHrmiickoro«voice fishing» («romocoBoii
(PUIIMH» WM «TOJIOCOBAasi pbIOHAS JIOBJSA»). JaHHBIM crocoO BbIpaxkaeTcs B
OCYILIECTBJICHUHM 3BOHKAa Ha a0OHEHTCKUN HOMEp IMOTEPIEBLIEr0 WM B €ro
aKKayHT B MecceHpkepe (B ocHoBHOM, 310 Viber mmm Telegram). B xome
TOJI0COBOTO OOIICHMS TIPECTYIMHHUK MPEACTABIAETCS PAaOOTHUKOM OaHKa WIIH
npaBooxpanurenbHoro oprana (MBI, KI'b, CieacTBeHHOro KOMHUTETa) U MO
BBIMBILIUICHHBIM ~TPEAJIOroM (MPEceuYeHrue MOAO3PUTENIBHON TpaH3aKIuH,
MOBBIIIICEHUE YPOBHSI OE30MACHOCTH TOJIb30BaHMS KapTOW, TMepenpoBepKa
NAaCHOPTHBIX JIaHHBIX BJaJeiblla OAHKOBCKOIO CYETa WM T.1.) BBIICHSIET Y
NOTEPHEBILIETO0 CBEICHUS O HAIMYMK OAHKOBCKHUX IUIATEXKHBIX KapTOYEK,
cpokax ux xaevctBusi, CVV-konax (Tpex3HauHbId KOJ Ha OOpaTHOW CTOPOHE
KapThl), MACHOPTHBIX AaHHBIX, SMS-Komax ¢ IIENbI0 XUIIEHUS JIEHEKHBIX
cpeactB. B psne ciydaeB  3J0yMBIIUIEHHMKAM HM3BECTHBI  HEKOTOPHIE
PEKBU3UTHI OAHKOBCKUX IUIATEKHBIX KAPTOUEK, & TAK)KE aHKETHBIE JJAHHbIE JIUII,
Ha UMsI KOTOPBIX OHU BBIMMYIIICHBI.

B OonpmMHCTBE clydyaeB MNpHU COBEPUICHUH 3BOHKOB MPECTYIMHUKU
ucnonb3yrot [P-tenedonuto.

Cnpaeouno.

Vnpowenno, |P-meneponusa — osmo cucmema meneghounou ceasu
nocpe()cmewvz cemu HHmepHem, I’lPQOOCma@Jl}ZlOWClﬂ BO3MOIHCHOCM b
ocywiecmejnenusl 360HKO8 U  20]l0C08020 06W€Hl/lﬂ uz cneyuailbHblx
I’lpu]lOOfCQHMI:Z c abonenmamu MOOUNbHBLIX U CMayuoHAaApHbIX m€ﬂ€¢OHHle
cemeu.

le/l makKkom 6)(?00}[1/{/;8]1/[ 360HKe Jicepmeda suoum Ha IKpaHe
MOOUNBLHO20 menehona MUO0 NOOMEHHbLL HoMep, AubO Oadce KOPOMKUIL
Homep banka: COBPDEMEHHbIE NPOMOKOJIbl MOOUIbHOU meﬂequHuu u
PA3TUYHblE  KOMNbIONMEPHbIE NPOCPAMMbBL  NO36OJAIONT  OCYWECMEJIANb
nooobHblE I’l’leﬂe(ﬁOHHble 36onku. Ceou ycayecu 6 9nom npedﬂazamm
PA3TUYHbLE NIANIHblE CEPBUCHL U caumbl.

,ZZJZ}Z moceo, umoowvl OOCI’I’IOGBPHO ycmanoeums, Aeisdemcs U Homep, C
Komopoco nocmynujl 360HOK, aboHeHmcKuUm HOMepOM meﬂeqbomtod cemu
unu udenmughukamopom IP-meneghonuu, neobxooumo Hanpagums 3anpoc

(3anpocel) 6 coomeemcmayruue MeieKOMMYHUKAYUOHHbIE OP2aAHU3AYUU
Pecnybauxu bBenapyce.

HOCJ’ICI[CTBI/IH HNCITOJIB30BaHUA 3JIOYMBIIIJIICHHUKAMHA HOI[O6HOFO
crnoco0a MOIIIEHHUYECTBA OBIBAIOT BECbMA MeYaIbHBIMH.

Cnpasouno.

Tax, nanpumep, 6 xonye mapma 2021 200a 310y MblULIEHHUK NO360HUIL
yepesz Viber 66-n1emueti owcumenvHuye bopucosa u npeocmasuncs
COMPYOHUKOM CLyHcObL Oezonachocmu oanka. OH coobwul, umo 8 yesix
npeceuenusi XuujeHuss ¢ OAHKOBCKOU WIAMENCHOU KApMmOUKU JHCEeHUJUHe
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HeoOX00UMO  YCMAHOBUMb  ONPEOeleHHOe  NPUNOJdNCEHUEe — YOAIeHHO2O

oocmyna, cooouums KoObl Kapmoul U NPUCIAMb CKPUHUWOMbL U3 MOOUTLHO20

baunkunea, umo oHa u coenana. Ilossice, 3an0003pus HeraoHoe, neHCcUoHepKa

nowiia 8 OaHK u OOHapysicua, Ymo ¢ ee Kapm-cuyema nponaio noumu 40

mulcay pyoieil.

4. Ceob00HbIll Docmyn Kk baukosckou kapme. He Bcerna st XunieHus
c OaHKOBCKHMX CUYETOB HCIOJB3YIOTCS XHUTPhIE CXEeMBl. B psme ciydaeB
MPUIMHAMH 3TOTO CTAHOBATCS yTeps OAHKOBCKHMX KapT, OCTaBJICHHE HX B
JIETKOJIOCTYITHOM MECTE€, MX Mepeaadya WHBIM JIMIaM JJIs OCYIIECTBIICHUS
pa3oBbIX IIaTexke. Ilpm 3ToM yBemWyuBaeT pHUCK OCTaThes  0Oe€3
3apabOTaHHBIX JE€HEXHbIX cpeAcTB xpaHeHue PIN-koma psgom ¢ kaproi
(HampuMep, 3amuMcaHHBIM Ha OyMaXKe B KOIICIbKE WJIM Ha CaMoOu
OaHKOBCKOM KapTe).

Pa3HOBHIHOCTBIO TIOMOOHOTO JIETKOMBICHS — SIBJSIETCS XpaHCHHE
dboTonzo0pakeHnii 0AHKOBCKUX KapT WJIU IUIATEKHBIX PEKBU3UTOB B MAMSTH
MOOUIBHOTO TenedoHa, B IOYTOBOM aKKAyHTE WM JAUCTAHIIMOHHOM
obsiauHoM XpaHwiuiie. [Ipy HECaHKIIMOHWPOBAHHOM JOCTYNE K TaKOMY
XpaHWJIUIY TPECTYMHUK TOAy4yaeT U OECHPENsSTCTBEHHBIA JIOCTYN K
0aHKOBCKOMY CUETY €ro BJaJeblia.

5. Iloxynka ¢ npedonnamou. Hanbonee MPUMHUTUBHOM, HO OT 3TOr0 HE
MeHee paboTaroriei (hOpMON UHTEPHET-MOIIIEHHUYECTBA SIBJSIETCS pa3MEIlCHUE
NPECTYIMHUKAMHU Ha BUPTYAJIbHBIX JIOCKaX OOBSBIICHHUM, TEMAaTUYECKUX CaiiTax, B
COLIMAJILHBIX CETSX, TPYNIax MHTEPHET-MECCEHKEPOB OOBSBICHUM O MPOJAKE
KaKMX-JIMOO TOBApOB 1O «OpOCOBBIMY» IieHaM. Ho J1ij1st mostydeHust ToBapa (SIKoObI
MOCPEACTBOM TIOYTOBOM MEPEChUTKU WM CIYXKObI JOCTaBKH) TpeOyeTcs
MEPEUNCIICHUE TPEIOIUIaThl WJIM 33/]aTKa Ha YKa3aHHBIC «IIPOJABIIOM
OaHKOBCKYIO KapTy WJIM 3JIEKTpOHHBIM Koiesek. [IpaBaa, mocie nepedyncieHus
O’KHMJIa€MbIM TOBAp TaK M HE MOCTYIAET, a «IPOAABEID MEPECTAET BIXOAUTH HA
CBSI3b.

6. Illanmasic. B HEKOTOPBIX CITydasx 3J0YMBIIUIEHHUKH MOTYT YTPOXKaTh
pasrialieHueM Pa3jIMUHbIX  KOMIPOMETUPYIOIIMX CBEICHHM C  LEJIbIO
BbIMOTaTeNNbCTBA. Hampumep, MOIy4yuB HECAHKIIMOHUPOBAHHBIA JOCTYIT K
WNHurepHer-pecypcaM  (CTpaHullaM B COIMMAIBHBIX  CETAX, IIEPEIHUCKE
ANIEKTPOHHBIX IIOYTOBBIX SIIIUKOB W OOJAYHBIM aKKayHTaM) W 3aBJIafIcB
HU300pOKEHUSMH, HE TPEAHA3HAYCHHBIMU I IYOJIMYHOTO MPOCMOTPA,
MPECTYITHUKU BCTYNAIOT B TIEPENHMCKY C TOTEPIEBIINMHU, TpeOys pa3HbIe
JICHE)KHBIE CYMMBbI M yIpoXkas B Cllydae OTKa3a paclpOCTpaHUThb MX B CETH
HNutepher.

1. Unvie mowennuuecmea. Takxe MOXHO BBIJICITUTH €IIE€ HECKOJIbKO
TUIOB MOILIEHHUYECTBA, KOTOPHIE B HEIABHEM IPOIILIOM 3a4acCTYyH0 YCIIEIIHO
UCITIOJIH30BATIMCH Ha Tepputopuu Pecrydnvku benapych:



o [IpocbObI MOMONHUTH CYET OMPEICICHHOTO HOMEPA MOOMIBHOTO
TeneoHa WM TIJIATEeKHOM KapThl B Buje: «Mama, TOMNONHH CYET Ha
20 pyOneit. MHe He nepe3BaHUBai — moz:xe nepe3BoHto. HyxHo cpoyno!».

o 3BOHOK C HOMeEpa Jpyra WIH pPOJCTBEHHHKAa, B KOTOPOM
coOeCeTHUK YTBEPKIAET, YTO OH COTPYIHUK MPABOOXPAHUTEIBHBIX OPTraHOB,
MIPOCUT BO3HArpaXkJieHue, o0ernas mpe0TBPaTUTh BO30YKICHUE YTOJIOBHOTO
7iesia B OTHOLIEHUH OJTM3KOT0 YeI0BeKa.

o Korma mMoliieHHUK 3BOHUT M Cpa3y OTMEHSET BbI30B. [lepe3BoHuB
Ha OTOOPa3UBIIUICS HOMEpP, ADOHEHT CHBIIIUT aBTOOTBETYUK WM TYAKH, B
ATO BpPEMS CO CueTa €ro MOOWJIBHOTO Tele(OHA CHUCHIBAIOTCS JIEHBIH, TaK
KaK BBI30B COBEpIIAETCS C NPUMEHEHHEM Iepeajipecallii Ha IUIaTHBIMI
HOMEP.

° Korpa npuxoautr SMS-coo011ieHre 0 HEKOEM BBIUTPBIIIE, MMOCIIe
4yero abOHEHTY MpejiaraloT OTIPaBUTh IJIATHOE COOOIIECHHE B OTBET WM
OTIPABUTh HEOONBIIYID CyMMY Ha OAaHKOBCKYIO KapTy IS TOJY4YEHUS
(JDKEBBIMTPBIIIAY.

° Korna npuxoaut SMS-coobiiieHue ¢ runepcchlIKOM, MPOnIs 1Mo
KOTOPOU IMOJIb30BAaTENb 3aITyCKAET MPOIECC CKAUMBAHUS BUPYCa.
° Korma mnoctymaer 3BOHOK OT «IPEACTABUTENSL  COTOBOTO

omepaTropa», BO BpeMs KOTOPOTO  3JIOYMBIIUICHHUKH  IPEIJIararoT
nepepeructpupoBatb  SIM-kapty. Ilpm »>TOM TONB30BATENL  BBOJUT
CHEUUANIbHBIN KO WK oTnpasisieT SMS-coo0uienue, nocine yero ¢ Oanaxca
€ro MOOMJIBHOTO TeJIe)OHA CIIUCHIBAIOTCS JEHBIH.

o Korga npuxomutr SMS-cooOlieHre WM MOCTYyHaeT 3BOHOK, B
X0J1€ KOTOpOro cooodiaercs, yTo aboHeHT He omiatui mrpad. [Tocae atoro
YEJIOBEKY MPEIaracTcsi MPOU3BECTU €ro OIUIaTy, MEPEYHCIUB JEHbIM Ha
«CTICIIMAIbHBIN PACUETHBIA CUET WIIM MOMOJIHUB OAaHKOBCKUH CYET.

o Korga npuxoaur SMS-coobmienue ¢ undopmaiueid o ToMm, 4TO
iaTe)XHasi KapTa 3a0JOKMpPOBaHA, M YKa3bIBa€TCsl HOMEP, MO KOTOPOMY
MOXXHO TIOJIYYUTh CHpaBKy uiud nomouls. [locme 3BoHKa y abOoHeHTa
sanpammuBatoT PIN-koa, CVV-kon (Tpex3HauHblil Ko Ha 0OpaTHOM CTOpOHE
KapThbl), HOMEP KapThl U JIpyrue JaHHbIC, HEOOXOAUMBIC JIJIsi CHATHUS JCHET C
0aHKOBCKOTO CUeTa.

Kakue cnocoovl mowennuuecmea 0vlearon 6 OMHOUIEHUU HOPUOUYECKUX
JUY U UHOUBUOYATIbHBIX npeonpuHumameiei?

KubepnpecTyruienuss TpuuuHSIOT yiepd HE TOJbKO IpaxkaaHam. Yacto
JNEUCTBUS 3JIOYMBIIIJICHHUKOB HAMNPABICHBI HA 3aBJIAJICHUE JICHE)KHBIMHU
CpeACTBAMHA  KOPMAUYECKMX JMI (NPeANpPUATHI, YUYPEKICHUH U
OpraHM3auMi) M HMHIMBHAYAJBHBIX HpeanpuHumaresaed. Ho u 3xech
TJIABHBIM ~ yCJIOBUEM, JAIOIIMM BO3MOXKHOCTH COBEPILICHHSI  TOJAO0OHBIX



3MOJICSIHUN, SIBIISIETCA  «4eoBeUYecKUd (pakrop», T.e. TpyOble OLIMOKH,
J0IyCKaeMble pa0OTHUKAaMU: OT PYKOBOAMTENEH JIO CEeKpeTapel, Oyxraiarepos
Y MEHeKEpoB. Bee yanie noTepneBIMy CTaHOBSTCS T€ IOPUINYECKUE JIMLA U
WHJAUBUIYAIbHbIE  TPEANPUHUMATENH, KOTOPbIE  OCYIIECTBISIIOT — CBOIO
JESITeIbHOCTD TPU TIOMOIIH 3apyOeKHBIX KOHTPAreHTOB.

Cpenn Hambosnee THUNMWYHBIX (OPM TOCITATEIBCTB XaKEpPOB Ha
JICHEXKHBIE CPEACTBA W OXpaHsAEeMyl HHGPOPMAIUIO FOPUAMUECKHUX JIUI]
sisitorcss BEC-amaxku (ot anrmumiickoro: «businessemailcompromise» —
KOMITpOMeETaIusl OM3HEC-TICPETINCKH ).

Peamuzarus momoO0HOW CXEMBI XHWIEHHWS BO3MOXKHA ITOCPEICTBOM
NOJIyYeHUSI HECAHKIIMOHMPOBAHHOI'O JIOCTYIA K 3JIEKTPOHHOM MOYTE OJHOM
U3 CTOPOH CHEIKA. B 3Toil cuTyauuu 3JI0yMBILIJIEHHUKH O0JIaJaroT
uH(popMaLKend O MpeaMeETe, YCIOBUSIX TOTOBOPAa U MOTYT BECTH MEPENUCKY,
HE BbI3bIBas MOAO3pEHUsS (B cllyyae HEOOXOAMMOCTH MMM HaIPaBISIOTCS
JOTOJTHUTENILHOE COIJIallleHue, cueT-nmpodopma (MHBOKMC) C M3MEHEHHBIMU
pEKBU3UTAMH  OAHKOBCKOTO  cue€Ta M KOHTAaKTHBIMH  JaHHBIMHU
npeacTaBuTeNe (PUPMBI TYTEM UX «HAJOXKEHHUS HA MOJATOTOBJICHHBIE pPaHEee
Y COXPAHEHHBIE B COOOUIEHUAX JOKYMEHTHI).

Kpome TOro, umerorcs ciayyau, KOraa OT HMEHU O€JIOpyCCKHUX
CyOBEKTOB XO3SIMICTBOBAHMS IOCJIE B3JIOMAa MX KOPIOPAaTUBHOM IOYTHI B
aapec 3apyOeKHbIX NApTHEPOB TAaKK€ HANpaB/BUINCh IHCbMA, CU€Ta-
npoopMbl C M3MEHEHHbIMM OAHKOBCKMMHU peKBU3UTaMu. B pesymnbrate
JEHEXKHBIE CPENCTBA, IMPUUYMUTAIOIIMECS OEIOPYCCKUM MPEANPUATUAM 32
IPOU3BEACHHYIO (IIOCTABIEHHYIO) NPOAYKIMIO, MEPEBOJMINCH Ha CcYeTa
MOILIEHHUKOB.

Taxxke  BO3MOXHA  cUTyalusi, KOrjga IIOCJI€  COIJIaCOBAHMUS
CYLIECTBEHHBIX YCJIOBHM KOHTpPakTa C 3apyOeXHbIM MapTHEPOM, a B
OTIEIbHBIX Cy4YasX M €ro TMOANHCAHMS, Ha OJJIEKTPOHHYIO IOUTYy
oprauzauuu (MpeanpuaTys) NPEeCTyNHUKAMU HaMpaBiseTcss COOOLICHUE
AKOObI OT MMEHHU COTPYAHUKAa MHOCTPAHHOIO KOHTpareHTa 00 W3MEHEHUU
PEKBHU3UTOB OOCIY)XMBAIOUIErO0 OaHKa U HEOOXOJUMOCTH MEPEUHUCICHUS
JIEHEXKHBIX CPEACTB Ha HOBBIM cueT. [Ipu 3TOM ajpec 3JIEKTPOHHOU MOYTHI
MOILIEHHUKOB MMEET CYLIECTBEHHOE CXOACTBO C PEAbHBIM, YTO 3a4acTYIO
ocraercsi He3aMeueHHbIM. [locienyronias nepenucka yxe oCylmecTBISETCS C
kuOepnpecTynHukamu. Jlanee noa npeayioroM omiaTbl TOBAPOB HHOCTPAHHBIX
KOMITAHUH M BCJEACTBUE MPENOCTABICHUS MO 3JEKTPOHHOM MOYTE JIOKHBIX
O0aHKOBCKMX PEKBHM3MTOB Ha CYETAa MOILIEHHUKOB MNEPEUUCISIOTCSA JICHEKHBIC
CpPEICTBA CO CTOPOHBI CYObEKTOB XO3SIICTBOBaHUS KaK rOCY/IapCTBEHHOIO, TaK
Y YaCTHOI'O CEKTOpPa S3KOHOMMUKH.
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Kak ne cmamp scepmeoii kuoepnpecmynienusn?

1. Hukoraa, HUKOMY M HM IIPM KAKHUX 00CTOATEILCTBAX HE CO00IATH
PEeKBU3UTHI CBOMX 0AHKOBCKHX CUETOB U 0AHKOBCKHMX KAPT, B TOM YHUCIIE
JIMIIaM, TIPEJICTABUBLIUMCS COTPYIHUKAMHU OaHKa WM IMPABOOXPAHUTEIHHBIX
OpraHoOB, IPY OTCYTCTBUH BO3MOXXHOCTH JOCTOBEPHO YOCIUTHCS, YTO ITU JIFOIU
T€, 32 KOTO ce0s BBI/IAIOT.

B crmyuae mocTyruieHus 3BOHKAa «OT COTPYIHHKA OaHKa» HEO0O0XOAUMO
YTOYHUTH €ro GaMuInio, HoMep TeledoHa, TOCIe Yero 3aBepIIuTh Pa3roBOp U
CaMUM TTO3BOHUTH B OAHK.

Heob6xonuMo mpuHUMAaTh BO BHUMAHHUE, YTO PEATLHOMY COTPYIHUKY
O0aHka wu3BecTHA cieAytomas uHpopMarus: GdaMuius JepKarens KapThl,
NacCTIOPTHBIC TaHHBIE, KaKKE KapThl 0(OPMIICHBI, OCTaTOK Ha CUeTe.

He cnenyer coobmiath B TeneOHHBIX pa3roBopax (IaXe COTPYIAHHUKY
0aHKa), a TaKkKe MOCPEACTBOM OOIIECHHUS B COIMAIBHBIX CETSX: IMOJHBII HOMEp
KapTouku, cpok ee aenctBus, kog CVC/CVV (Haxopmsmuecss Ha OOpaTHOM
CTOPOHE KapThl), JIOTUH U NapoJib K UHTEPHET-0aHKUHTY, TTACTIOPTHBIC TAHHBIE,
KO/I0BOE ¢J10BO (1I(poBoii ko) n3 SMS-cooOIeHHI.

B ciydae ecnum «coTpyaHUK OaHka» B pa3roBOpe COOOIIAET, YTO C
KapTOYKON TMPOUCXOAAT HECAaHKIIMOHWPOBAHHBIE TPAH3AKIMU, HEOOXOIMMO
OTBEYATh, YTO BHI MpUJETE B OAHK JIMYHO, — BCE MOAOOHBIE BOMPOCHI HYKHO
peniath B OTJC/ICHUH OaHKa, a He 110 TeJe(oHy.

BHUMAHME: nomnume, umo compyOHUKU OAHKOBCKUX YUpetCcOeHUll
HUK020a He UCNnoIb3ylom OJisl C8a3u ¢ KiueHmom meccenodxcepol (Viber,
Telegram, WhatsApp).

2. JIyisa OCyIecTBICHUS OHJIAWH-TUIaTeXEeH HE0OXO0IMMO UCIOIB30BaTh
TOJIBKO HAJIS)KHbIE TJIATEKHBIE CEPBUCHI, 00513aTEJILHO MPOBEPAS JOMEHHOE
UM$ pecypca B aIpecHOil cTpoke Opay3epa.

3. He ciaexyer XxpaHuTh 0aHKOBCKHE KapTbl, UX (poTrorpadpum mu
PEKBHM3UTBI B MeCTAX, KOTOPble MOIYT OBITh JOCTYIHbLI MOCTOPOHHUM
JMIAM; 3TO )€ OTHOCUTCS K (ororpadusiMm U UHBIM BUJAM HH(POPMAIUU
KOH(HUACHIIMATBHOTO XapakTepa.

4. Cnenyer  BO3/AEPKUBATHCHA  OT  OCYIIECTBJIEHHMS  OHJIAMH-
IiaTe;keil, CBSI3AHHBIX ¢ MPEIOIVIATON W NMepedHcIeHneM 3aJaTKOB 3a
TOBAapbl U YCJYIH, OJaroTBOPUTEIBHOW M CIIOHCOPCKOW MOMOIIU B TOJIB3Y
opraHuzainuii 1 (GU3NYECKUX JIMIl TPU OTCYTCTBUHU JIOCTOBEPHBIX JAHHBIX O
TOM, YTO Ha3BaHHbIE CYOBEKTHI SIBJSIOTCS TEMH, 38 KOO ce0sl BBIAAIOT.

5. He crout nepeyncnsTh JeHEKHbIE CPEJCTBA HA CUETa AJIEKTPOHHBIX
KOIIIEIbKOB, KapT-cueTa 0AaHKOBCKUX IUIATEKHBIX KapTodek, cuera SIM-kapt
1o nmpochb0e mosb3oBaresieil cetu UHTepHeT.
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6. Jlns  gocTyma K cCHCTEMaM  JUCTAHIMOHHOTO  OaHKOBCKOIO
oOciy>kuBaHusi (MHTEPHET-OAHKWMHI, MOOWJIBbHBIM OaHKUHT), SJEKTPOHHBIM
MOYTOBBIM SIIITMKAM, AaKKayHTaM COIMAIBHBIX CETE M WHBIM pecypcam
He00X0AMMO  HCIHOJIb30BAaTh  CJOKHBbIE  MAPOJH, HMCKJIIOYAKNIIUE
BO3MOKHOCTb MX oA0opa. CTOUT BO3EPKATHCS OT MApOJICH: AaT POKICHHUS,
uMeH, GaMITANA — TO €CTh TeX, KOTOPBIE JISTKO BBIYMCIIUTH U3 OOIIEIOCTYITHBIX
MCTOYHUKOB HH(OpMAIHK (HApUMED, TEX K€ COLIMATIbHBIX CETEN ).

7.Ilpu cocTaBieHUM TUTATEKHBIX JIOKYMEHTOB Ba’KHO INPOBEPATH
IJIaTe;KHble PEKBU3UTHI MOJIyUYATEIsl IeHEKHBIX CPeICTB.

8. [Ipn mocTymieHuHu B COIMANBHBIX CETSAX COOOIIECHUH OT JIHII,
COCTOSIIIUX B KATETOPUM <«IPYy3bs1», C MPOChOaMU O MPeIOCTaBICHUU
PEKBU3UTOB OaHKOBCKUX IIJIATEKHBIX KApTOUCK He cJieAyeT OTBe4yaTh Ha
NnojAo0OHbIE COOOIIEHUsI, a Heo0XOAMMO CBA3aThCA C JAHHBIMH
M0JIL30BaTeJIAMHU HAMPSIMY IO MOCPEICTBOM HHBIX CPEACTB CBSI3H.

O.IIpm oOHapyxeHHH (¢akTa B3IOMa AKKAyHTOB COIMAJBLHBIX CETEH
HEOOXOAMMO HE3aMEJIUTENIbHO BOCCTAHABIMBATh K HUM JIOCTYIl C MOMOIIBIO
CIIy>KObI TIOJIIEPKKU JIMOO OJOKUPOBATh, a TaKXKE MPEeAyNnpexaarb 00 3TOM
dakTe Jull, ¢ KOTOPHIMU OOIIAIUCH ITOCPEICTBOM JIAHHBIX COITUATIBHBIX CETEH.

10. Heqb3s1 oTKpbIBaThH (aiijibl, MOCTynaminue ¢ He3HAKOMBIX
aJpecoB JJIEKTPOHHOM TMOYTHI W AKKAYHTOB MeECCEH/IKepPOB; HE
NEPEXOIUTH MO CChIJIKAM B COOOIICHUSIX O MPU3aX U BBIMTPHIIIAX.

11. HeoOxomumMo  MCHOJIb30BATHh  JIMIIEH3MOHHOE TPOrpaMMHOe
o0ecrneyeHue, PeryjasipHo OOHOBJISATH NPOrpaMMHOe olOecrneyeHue u
ONEPANMOHHYI0 CHCTEMY; YCTAHOBUTHL AHTUBHPYCHYI0 NPOrpamMmy He
TOJIKO Ha TMEPCOHAIbHBIA KOMIBIOTEP, HO M Ha CMapT(OH, MJIAHIIET U
pErysipHO OOHOBJIATH €€.

12. Cnegyer O03HAKOMHUTH C TEPEeYUCJEHHBIMM  TPaABUWIAMH
0€30MacHOCTH CBOMX POJACTBEHHUKOB H 3HAKOMBIX, KOTOpPbIE B CHIIY
BO3pacTa WJIM HEJAOCTATOYHOrO YpOBHA (PMHAHCOBOW TPaMOTHOCTH MOTYT
OBITh OCOOCHHO YSI3BUMBI JIJIs1 IEUCTBUM KNOEPIPECTYITHUKOB.

Kaxkue cosembvt MoxicHO 0amb 0OpUOUYECKUM TUUAM, YMOObL
obe3onacumo ceodsa om mowennuyecmaea?

1. BblpaGoTaTh 4YeTKHII IUIAH PearupoBaHUA U O3HAKOMUTH
pabOTHUKOB C TIEPEUYHEM CBEACHUM, OTHOCALIUXCS K KOMMEPYECKOM,
CITyKe0HOI 1 UHOW TalHe.

2. MWckawounth B CBOell  JeSITEJBHOCTH  HCHOJIb30BAHUE
0eCcImIaTHbIX MOYTOBBIX CEePBHUCOB, a TAKKE NPUHUMATH
AOMOJHUTEIbHbIE MEPbI 3aIUUTHI KOPIOPATUBHON 3JI€KTPOHHON MOYTHI
(moakiroueHue ABYX(aKkTOpHOU ayTeHTHU(UKAINHU, COOI0ACHIE TPeOOBaHU I
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K CJIOXHOCTH TIapoJii W NEPUOAUYHOCTH €ro CMEHBI, HCIOJIb30BAHUE
AHTUBUPYCHOTO MIPOTPaMMHOT0 00CCIICUCHUS).

3. HeykochHutenbHo  co0J0HaTh  NpaBWJa  MOJb30BAHHUSA
CHCTEMO JUCTAHIIHOHHOI0 0AHKOBCKOI0 00C/IYKMBAHMSA .

4. Co3gaBarb pe3epBHble KONMHM [JAHHBIX WM XPaHUTh HUX Ha
CBEMHBIX HOCUTEIIAX.

5. IlpoBepsiTb NPAaBUJIBHOCTH aJpeca 3IEKTPOHHOH MOYTHI
KOHTpPareHTa MNpH TMOJYYeHHH M OTIPaBKe COOOLIEHMI, a TaKxke
NOAJAEPKUBATHL KOHTAKT € €ro IpPeACTABUTEJEM U COIJIACOBBLIBATH
KJII0YeBbI¢ BONPOCHI JONOJHUTEIBRHO MOCPEICTBOM HHBIX CPEACTB CBS3H
(TeneOHHBIX  TIEPETOBOPOB, MCIIONB30BaHUS  (AaKCUMHUJIBLHOM  CBSI3H,
MECCEH]IKEPOB U TIp. ).

6. He ucnoab3oBaTh padouHe yCTPOWCTBAa B JHYHBIX IeJIfAX,a
CITy€OHbIE AIIHUKHU 3JIEKTPOHHOMN MOYTHI — JJIsl pETUCTPALlMK HA TOPTOBBIX U
pa3BJIEKAaTENbHBIX OHJIAWH-TUIOMAIKAX.

7. Hamaauth CTPOrui JeiicTBEHHbIN KOHTPOJIb 32 CO0JII0IeHUEM
yTBEePAKJAEHHbIX Mep HHGPOPMAMOHHOW 0€30MacHOCTH (COOTBETCTBHE
IPOrpaMMHOI0 00eCTIEUeHUs], MPOBEPKA OTCYTCTBUSI HECAHKIIMOHUPOBAHHOTO
J0CTyna K BHEIIHUM UH(QOPMALMOHHBIM pecypcam U T.1.).

**kk

CoBpeMeHHBII MHUpP XapakTepu3yeTcs AMHAMUYHBIMU TJI00ATbHBIMU
npoueccamu. CoBepIieHCTBOBaHKE MHPOPMaLIMOHHOM cdephl U o0ecrieueHne
ee 0e30MacCHOCTH CTAaHOBUTCS OJHUM M3 KJIIOYEBBIX MOMEHTOB, BIIUSIOIIMX
Ha 0OIIIECTBEHHOE U rOCYJapCTBEHHOE pa3BuTHe Pecnybnuku benapych.

B 53TOi CcBS3M B Hamed CTpaHe YAENAETCS MOBBIIIEHHOE BHUMAaHUE
00eCTIeUeHHUIO 3aIIAIIEHHOCTH UH(GOPMAITMOHHOTO MIPOCTPAHCTBA,
nHGOPMAITMOHHON UHMPACTPYKTYpPbl, UHOOPMAIIMOHHBIX CUCTEM U PECYPCOB.
B 4dacTHOCTH, OTBETHBIE BEKTOPHI TOCYAAPCTBEHHOM MOJMTUKA 0003HAYEHBI B
yrBepxaeHHOM 18 mapta 2019 r. Konuemnuu nagopmamionHo 6e30macHOCTH
Pecniyommku benapyce. B 10 ke Bpemst, kak ormetui [Ipesuaent Pecnyonuku
benapycsr A.I'.JIykamenko B xoae VI Beebenopycckoro HapoaHoro coopaHnus,
HY>KHO HE TOJbKO 0OJ€€ aKTHUBHO BBIBISITH U IMPECEKaTh 3KCTPEMUCTCKYIO,
MOILIEHHUYECKYIO U UHYIO HE3aKOHHYIO JESITebHOCTh, HO M aKTUBHO pad0TaTh
HaJ1 TOBBIIIIEHUEM UH(DOPMAIIMOHHON TPAMOTHOCTH HACEJICHUSI.



